


opunumanbHbIX MIHTepHeT-pecypcax

C KaXAbIM ro40M MONOAEXMN B MHTEPHETE CTAHOBUTLCA 60/bLUE, a LUKONbHUKMN
O4HW N3 CaMbIX aKTUBHbIX NoNb30BaTene PyHeTa. Mexay TeM, MOMMMO OFPOMHOrO
KOMIMYeCTBa BO3MOXHOCTEN, MHTEPHET HeceT 1 Npobaembl. 3Ta NaMsTKa AO/IKHA MOMOYb
Tebe 6€30MacHO HaXOAUTBLCSA B CETU.

KomMmnbloTepHble BYPYChI

KomMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbKOTEPHbLIX MPOrpaMm, OTINUNTENIbHOW
0CO6EHHOCTBIO KOTOPOW ABAETCA CNOCOBHOCTb K Pa3MHOXEHMI0. B gononHeHve K aToMmy,
BMPYCbl MOTYT MOBPEAUTL UV MONHOCTLIO YHUUTOXUTL BCE paiinbl U AaHHbIE,
NOAKOHTPO/bHbIE MOJIb30BaTE/0, OT MEHW KOTOPOro 6bl1a 3anyLieHa 3apaxeHHas
nporpamma, a Takxe NMOBPeAUTb NN AaXKe YHUUTOXNTb ONepaLoOHHYH CUCTEMY CO
BceMu pavinamu B LenoM. B 60nbLLUMHCTBE CydaeB pacnpoCTPaHATCA BUPYChI Yepes
NHTEpPHET.

MeTO,D,bI 3dWnTbl OT BPEAOHOCHbIX NpPpOrpamMmm:

1. icnonb3yli coBpeMeHHble ornepaLoHHbIe CUCTEMbI, UMetoLLMe CepPbE3HbI YPOBEHb
3aLMTbl OT BPEAOHOCHbIX MPOrpamm;

2. MoCTOAHHO yCTaHaBAMBa NauTu (LdpoBble 3anaaTky, KOTOpPble aBTOMATUYECKM
YCTAHABAMBAKTCA C LieNbio A40PabTKy NporpaMmebl) U Apyrie o6HOBIEHUSI CBOE
onepaymoHHON cucteMbl. CkaumBal X TONbKO C opuLmManbHOro caTta paspabotumka OC.
Ecnm cywiecTByeT pexnMm aBTOMaTUYeCcKoro 06HOBEHWS, BKIKOYN €ro;

3. PaboTali Ha cBoeM KOMMbIOTEPE Moj NpaBaMu Nosib3oBaTeNs, a He aAMUHUCTpaTopa.
3T0 He NO3BOAUT 6OBLUNHCTBY BPEAOHOCHbIX MPOrPaMM MHCTa/INPOBAaTLCA Ha TBOEM
NepcoHaNbHOM KOMMbIOTEPE;

4. Ncnonb3yi aHTUBMPYCHbIE NPOrpaMMHbIe NPOAYKTbI M3BECTHbLIX NPOU3BOAUTENEN, C
aBToOMaTMyeckum obHoBneHneM bas;

5. OrpaHunub $pU3nNYecKmin JOCTYN K KOMMbIOTEPY Ast MOCTOPOHHUX NINL;

6. Mlcnonb3yin BHeLLWHMe HoCUTenn nHpopmaumu, Takme Kak ¢aeLuka, AUck nnv eann ns
NHTEepPHeTa, TONbKO 13 NpodepeHHbIX MCTOYHNKOB;

7. He oTKpbIBali KOMMNbIOTEPHbIE daliibl, NONYyYEHHbIE N3 HEHAAEXHbBIX UCTOUHNKOB. Jaxe
Te ¢palinbl, KOTOPble NPUCIAN TBOM 3HAKOMbIN. Jlyylle yTOUHM Yy Hero, OTAPaBAAA I OH
Tebe ux.

Cetn WI-FI

Wi-Fi - 3T0 He BUA Nepeaayn JaHHbIX, HE TEXHONOrUs, a BCero nwb 6peHs, mapka. Euie B
1991 rogy HUaepnaHAckass KoMNaHMA 3apeructpuposana bpeHs «WECA», uTo
0603Ha4ano cnosocoyetaHue «Wireless Fidelity», KoTopbIli nepeBOAMTCA Kak
«b6ecnpoBOfHas TOYHOCTb.



[l0 Hawero BpeMeHu foLna apyras abbpesmnaTtypa, KoTopas ABASeTCa Takon xe
TexHonormemn. 31o abbpesmatypa «Wi-Fi». Takoe Ha3zBaHMe 6bIN0 AAHO C HAMEKOM Ha
CTaHZapPT BbICLUNI 3BYKOBOM TexHUKK Hi-Fi, 4To B nepeBoe 03Ha4aeT «BblCOKas
TOUHOCTb».

Aa, 6ecnnaTHbIN NHTEepPHeT-40CTYyN B Kade, OTeNsdAxX 1 asponopTax ABASETCA OTIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrme akcnepThl CYNTAKOT, UTO 06LLLEeAOCTYMHbIE
Wi-Fi ceTn He aBnatoTca 6e3onacHbIMI.

CoBeTbl N0 6e30nacHOCTM paboTe B 06LeaocTynHbIX ceTax Wi-fi:

1. He nepeaaBali CBOKO NNYHYIO MHPOpMaUmto Yepes obiepoctynHble Wi-Fi ceTn. PaboTas
B HUX, XXenaTe/bHO He BBOAWTb MNapo/in JOCTYNa, NOTVHbI U Kakne-To HOMepa;

2. cnonb3yin 1 06HOBAAN aHTUBUPYCHbIE NPOrpaMMel 1 6paHamayep. Tem caMbIM Thl
obesonacuLlb ceba OT 3aKkauku BMpYyca Ha TBOE YCTPOMCTBO;

3. Mpw ncnonb3zoBaHun Wi-Fi oTkaroumn pyHKLMIO «O6LWNIA foCTyn K darinam m
npuHTEepam». laHHaa PyHKLUMA 3aKpbiTa MO YMOAYAHUIO, OAHAKO HeKoTopble
NONb30BaTeNN aKTUBUPYIOT eé Ans yA406CTBa NCNOoNb30BaHWA B paboTe nnm yuebe;

4. He ncnonb3yi nyonnynbii WI-FI ana nepegayv NMYHbIX AAaHHbIX, Hanpumep Ans
BbIXOZa B COLMaNbHbIe CeTU NN B SNEKTPOHHYIO MOYTY;

5. Inonb3yii TONbKO 3alimueHHoe coegnHeHme Yyepe3 HTTPS, a He HTTP, T.e. npn Habope
Beb6-agpeca BBOAU UMEHHO «https://»;

6. B MobunbHOM TenedoHe oTkouUn GyHKUMIO «MoakntoueHme kK Wi-Fi aBToMatnyeckms.
He ponyckarv aBToMaTL4eCcKOro NoAKItoyYeHns ycTponcrtea Kk cetam Wi-Fi 6e3 TBoero
cornacums.

CoumanbHble ceTn

CouManbHble ceTV aKTUBHO BXOAST B HALLY XM3Hb, MHOTME NII0AN PAaboTakoT U XUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctpnpoBaH MUNINAPA YENOBEK, UTO SIBASETCA OA4HO
celbMOI Bcex XuTenen nnaHetbl. MHOrve Noib30BaTe/I He MOHMMALOT, UTO
NHOpPMaLMS, pa3MeLLLEHHAs VMW B COLMANbHbIX CETAX, MOXET 6bITb HalifeHa U
NCMNo/ib30BaHa KEM YroAHO, B TOM YMc/ie He 06513aTe/IbHO C 6/1arIMn HaMepeHUsIMMU.

OCHOBHble coBeTbI N0 6€30MacHOCTM B couMalJibHbIX CeTAX:

1. OrpaHunyb CNUCOK Apy3eit. Y Tebs B APY3bAX HE AOKHO ObITb CyYarHbIX U
He3HaKOMbIX t0AeNn;

2. 3aWKLLai CBOK YaCTHYHO XM3Hb. He yKa3biBa naponu, TenedoHsbl, agpeca, AaTty
TBOEro POXAEeHUs U APYryro INYHY0 MHPOPMaLMIO. 310YMbILLUNEHHUKNA MOTYT
MCMONb30BaTb Aaxe MHGOPMaLMIO O TOM, KaK Tbl M TBOW POAUTENV MIaHUpPpYyeTe NpoBecTr
KaHWKYNbI;



3. 3aWwMLLan CBOK penyTauuio - JepXkn ee B UNCTOTe U 3aJaBav cebe BONpoc: xoTen bbl
Thbl, UTOGbI ApyrMe Nonb30BaTeNu BUAENN, YTO Thl 3arpyaellb? Nogyman, npexae yem
YTO-TO OMYy6/INKOBATb, HANWCATb U 3arpy3unThb;

4. ECnv Tbl TOBOPULLL C II0AbMU, KOTOPbIX HE 3Haellb, He UCMOb3yl CBOe peanbHOe NMS
N APYTYH NNYHYI0 MHPOPMaLMK: UMS, MECTO XUNTeNbCTBA, MeCTO y4ebbl 1 Npoyes;

5. N36erai pa3melleHnsa potorpaduii B IHTepHeTe, rae Thl U306paXkeH Ha MeCTHOCTU, Mo
KOTOPOV MOXHO onpeAennTb TBOE MEeCTOMOJIOXKEHUE;

6. Mpw perncrpaynn B COLMaNbLHOM CETU HEOBXOAMMO VUCMOIb30BaTh C/I0XKHbIE Maposu,
cocTosiLme 13 6ykB 1 LNbpP 1 C KOIMYECTBOM 3HAKOB He MeHee §;

7. Ansi coumansHoOM ceTn, NoYTbl U APYrX CaliTOB HEOBXOANMO MNCMO/b30BaTh Pa3Hble
naponu. Toraa ecan Tebst B3NOMAtOT, TO 3/10YMbILLUNEHHVKM NOAYyYaT AOCTYN TONbKO K
OAHOMY MeCTY, a He BO BCe Cpasy.

DNeKTPOHHbIE AeHbI

DNeKTPOHHbIe AeHblMM — 3TO O4YeHb YAODOHbI Cnocob nnatexemn, 04HAKO CyLLEeCTBYIOT
MOLUEHHUKW, KOTOpble XOTAT MOAYYNTb 3TN AeHbIN.

DNEeKTPOHHbIE AeHbI MOSABUINCE COBCEM HEAABHO VN MUMEHHO 13-3a 3TOr0 BO MHOTMMX
rocyAapcrBax A0 CUX MOp He MPOMMUCaHO NPO HUX B 3aKOHaX.

B Poccun xke OHU GYHKLMOHUPYHOT 1 O HUX Y>Ke MPOMMCaHOo B 3aKOHeE, FAe X pas3aensoT
Ha HECKOJIbKO BN/JOB - aHOHUMHbIE N HE aHOHVMHbIe. Pa3HuLa B TOM, YTO aHOHWMHBbIE -
3TO Te, B KOTOPbIX pa3peLlaeTcs NpoBOAUTL onepaunmn 6e3 nageHtTudrkaumm
NoNb30BaTeNs, @ B HEAHOHUMHbIX NAEHTUOUKALMN NONb30BaTENS ABNAETCS
06a3aTenbHON.

Takxe cnegyet pa3nindaTtb 3JIEKTPOHHbIE CI)I/IaTHbIe AEHbIN (paBHbI rocyaapCrBeHHbIM
Ba/IlOTaM) U SN1EKTPOHHDbIE HeCIDI/IaTHbIe AeHbru (He PaBHbI TOCYyAapPCTBEHHbLIM Ba/IlOTaM).

OCHOBHble coBeTbl N0 6e30MacHOV paboTe C 3NEKTPOHHBIMU AeHbramu:

1. NpMBSXM K cH4eTy MOBUNBbHBIN TenedpoH. ITO caMblii YAOOHbIV 1 BbICTPbIA CNOCO6
BOCCTAHOBUTb AOCTYM K cyeTy. [prBa3aHHbIN TesniedOoH NOMOXET, ec/iv 3abyaelLlb CBON
naaTeXHbIV Napo/b WIW 3aijellb Ha CalT C HE3HaKOMOro YCTPOWCTBa;

2. Vicnonb3yii ogHopa3oBble Naponu. Mocne nepexosa Ha yCUIEHHYO aBTopu3aLmio Tebe
y>Xe He ByAeT yrpoXaTb ONMAaCcHOCTb KPaXu WY NepexsBaTa NaaTexHoro napons;

3. Bblbepu cnoxHbIn Naposb. MpectynHmMkam byaeT He NPOCTO yragaTh C/IOXKHbIV Napob.
HazeXHble napoiy — 3TO Napo/n, KOTopble cogep>XaT He MeHee 8 3HaKOB U BK/IHOYaloT B
cebs CTpoUHbIe N NPONMCHbIE BYKBbI, PPl N HECKOJ/IbKO CMMBOJIOB, Takme Kak 3HakK
ponnapa, dyHTa, BOCKAMUATeNbHbIN 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAWM CBOW INYHbIE AadHHbIE Ha canTax, KOTOPbIM HE AOBeEpHeLlb.



SNeKTpPoHHas NoHTa

DNeKTPOHHAasa NoYTa — 3TO TEXHOIOMMS U NPeAOCTaBAsiEMbIE et YCYr Mo nepechblsike U
NONYYEHUIO 31eKTPOHHbIX COOBLLIEHW, KOTOpPble pacnpesenstoTcs B KOMMbIOTEPHOM
ceT. O6bIYHO 3N1EeKTPOHHbI NOYTOBbIN AWMK BbIFAANT ClefyoLmm obpa3om:
NMSA_MN0Nb30BaTeNa@ums_goMeHa. Takxke KpoMe rnepesaym npocToro TekcTa, MMeeTcs
BO3MOXHOCTb nepeaaBaTb dannsbl.

OCHOBHble coBeTbl N0 6e30nacHo paboTe C 31eKTPOHHOW MOYTOMN:

1. Hago BbI6paTh NpaBu/ibHbIV MOYTOBLIN CEPBUC. B MHTepHeTe eCTb OrPOMHBbIN BbIGOP
6ecnnaTHbIX NOYTOBbLIX CEPBNCOB, OAHAKO Nlyylle A0BepPATb TeM, KOrO 3Haellb 1 KTO
nepBbl B PENTUHTE;

2. He yka3biBavi B IMYHOW rMoyTe INYHY0 nHbopMauuio. Hanpumep, nydyile BblbpaTtb
«MY3blKaJIbHbIN_paHaT@» nnun «pok2013» BMecTo «Temal3d»;

3. Vicnonb3yin ABYX3TanHy aBTopmM3aumio. 3T0 KOrga noMymMo napons Hy>XHO BBOAUTb
KoA, Npucblnaemsblii no SMS;

4. Bblbepu CNOXHbIV Maposib. N5 KaxXA0ro noYToBOro AWmMKa 4omKeH ObITb CBOW
HaZeXHbI, YCTONYMBBIA K B3/1IOMY Napo/ib;

5. Ecnv ecTb BO3MOXHOCTb HanncaTb CaMOMY CBOW JINYHbIN BOMPOC, NCMONb3YN 3Ty
BO3MOXHOCTb;

6. lcnonb3yin HECKONBLKO MOYTOBLIX ALLMKOB. NepBbl A1 YaCTHOW Nepenmnckun ¢
ajpecaTtamMmu, KOTOPbIM Tbl JoBepsiellb. ITO 3N1eKTPOHHbIN ajpec He HaZ0 NCNONb30BaTb
npwv peructpaumm Ha ¢opymax 1 caritax;

7. He oTkpbIBat darinibl 1 Apyrvie BNOXEHUSA B MMCbMax Aaxke ecii OHV NPULLAY OT TBOUX
Apy3en. Jlydule yTOUHW Y HUX, OTAPAaBAAAN 1N OHW Tebe 3Tn painbl;

8. Mocne oKoOHYaHWA paboTbl Ha MOYTOBOM CepPBUCE Nepes 3akpbITUeM BKIAAKM C CAnTOM
He 3aby/b HaXaTb Ha «BbINTU».

KnbepbynnnHr nnv BupTyasnbHoe n3geBaTeNibCTBO

KnbepbynnmHr — npecnesoBaHvie COOOLLEHNAMU, COAEPXKALLVMUN OCKOpBAEeHNS,
arpeccuto, 3anyrmBaHme; XyJIMraHcTBo; CoLnanbHoe 60MKOTUPOBAHME C MOMOLLLHO
Pa3NNYHbIX NHTEPHET-CEPBMCOB.

OcHOBHble coBeTbl N0 6bopbbe ¢ KN6epbyNNNHIom:

1. He 6pocaica B 601. JlyuLunin cnocob: MocoBeToBaTbCA Kak cebst BeCTU W1, eCV HET TOro,
K KOMY MOXHO 06paTuUTbCS, TO BHayane ycnokountbcs. ECnm Tbl HauHeLb oTBeYaTb
ockopbeHVAMN Ha OCKOpP6iIeHNS, TO TO/IBKO eLLe 60/bLUe pas3oxkellb KOHPANKT;

2. YnpaBnsaun ceoel Knbeppenyrtauuen;



3. AHOHVUMHOCTb B CceT! MHUMas. CyLLecTBYHT CNOCOo6bl BbIACHUTb, KTO CTOMT 3a
aHOHVIMHBIM aKKayHTOM;

4. He cTOUT BECTU XyNUTAHCKNI 06pa3 BUPTYaNbHOW XU3HW. VIHTepHeT dpurKcmpyeT Bce
TBOW AeCTBUSA U COXPAHSIeT UX. YAAaNUTb UX byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntogaii cBOV BUPTYabHY YeCTb CMOJIOAY;

6. IrHopupyii eAnHNYHBI HeraTne. O4HOpPAa30Bble 0CKOPOUTE/IbHbIE COOBLLEHNS NyYLlle
NrHopmpoBaTb. O6bIYHO arpeccus NpekpaLLaeTcs Ha HavanbHOW CTagnu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMW COO6LLLEHNAMM, B COLMANbHbBIX
ceTaAX eCTb BO3MOXHOCTb 6/10KMPOBKM OTMPaBKW COOBLLEHWVIA C onpeeneHHbIX afpecos;

8. Ecnu Tl cBUAETENb KN6epbynnnHra. TBOU AeCTBUSA: BbICTYNUTL NPOTUB
npecnesoBaTens, NokasaTb eMy, YTO ero AeliCTBMSA OLLeHMBAOTCA HeraTMBHo,
noAAep>KaTb XepTBY, KOTOPOW HYXHa NCUXOIOrMYeckas MoOMOLLb, COOBLLNTL B3POC/bIM O
dakTe arpeccMBHOro NOBeAEHVS B CETU.

MobunbHbIVi TenedoH

CoBpeMeHHble cMapTPOHbI 1 MIaHLWeTbl cogepxkaTt B cebe BMosHe B3POC/bIiA
byHKUMOHaN, 1 Tenepb OHN MOTYT KOHKYPUPOBATh CO CTaLMOHAPHBIMU KOMMbOTEPaMWU.
OAHaKo, CpeACTB 3aLnTbl ANA NOA06HbIX YCTPOWCTB NOKa 0OYeHb Mano. TecTmpoBaHue n
NOWCK YS3BMMOCTEM B HUX MPOUCXOAMUT He Tak MHTEHCUBHO, Kak ans MK, To e camoe
KacaeTcs v MOBUNbHBIX MPUTOXKEHWIA.

CoBpeMeHHble MObUNbHbIe Bpay3epbl yXXe NPakTUYecKn AOrHaAN HAaCTObHbIE aHanory,
04 HaKo pacimpeHve byHKLMOHaNa BneyeT 3a cob0ov 60/bLUYIO C/IOXXHOCTb U MEHbLLUYH
3aLUNLLEHHOCTb.

Janeko He Bce nponmn3BoanTesin BbllMyCKakoT 06HOBNEHUS, 3aKpblBawowme Kputnyeckmne
YA3BMOCTU AJ1d CBOUX yCTpOIZCTB.

OCHOBHble coBeTbl 4711 6€30MacHOCTM MObUbHOro TenedoHa:

1. Hnuero He siBNseTcs no-HacTosiLeMy 6ecnnatHbIM. Byab 0CcTOpoXeH, Beb Korja Tebe
npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT 6bITb CKPbITbI KaKMe-TO NAaTHbIe YCayri;

2. Ayman, npexge vyem otrnpaBuTb SMS, ¢oTo nnm Bugeo. Tbl TOUHO 3Haellb, r4e OHU
6yAyT B KOHEYHOM mUTore?

3. Heo6xoa1mMo 06HOBATL OMNepaLoHHY CUCTEMY TBOero cMapTdOoHa;
4. cnonb3yin aHTUBMPYCHbIE NPOrpaMMBbl AN MOBUIbHBIX TenlepOHOB;

5. He 3arpy>|<a|‘/’| NMPUNOXEHNA OT HEU3BECTHOIO NCTOYHMKA, BEAb OHU MOTYT COAEPXATb
BpejgoHOCHOE nporpamMmmMmHoe obecneuyeHue;

6. Mocne Toro Kak Thl BblAZeLLb C CATa, r4e BBOAWU TNUYHYO MHPOpMaLuto, 3aiian B



HacTponkn 6paysepa n yaanu cookies;
7. Nepurogmnyeckn NnpoBepsari Kakme nnaTHble yCayry akTMBUPOBaHbI HA TBOEM HOMepE;

8. flaBain cBO HOMep MOb6UIBHOro TenepoHa TONbKO NHOAAM, KOTOPbIX Thl 3HaeLlb 1 KOMY
AoBepseLlb;

9. Bluetooth gonxeH 6bITb BbIK/THOUEH, KOrAa Thl M He NMonb3yellbcs. He 3abbiBalt MHOra
NpoBepsTb 3TO.

Online urpsl

CoBpeMeHHbIe OHNANH-UTPbI - 3TO KPACOYHbIe, 3aXBaTbIBatOLLMe pa3BieyYeHNs,
06besMHsoLME COTHN ThICSIY YesI0BeK Mo BCeMY MUpPY. MIrpoKu nccneayroT AaHHbIA UM
MUP, 0BLLIAOTCA APYT C A4PYrOM, BbIMOMHSOT 3aJaHNS, CPaXatoTCsl C MOHCTPaMU U
MONYYatoT OMbIT. 3@ YA0BO/IbCTBME OHW NAATAT: MOKYNAT ANCK, ONayunMBatoT aboHeMeHT
NNV NPUOBPETAIOT Kakme-TO oMLK,

Bce 3Tn cpeacTBa MAYT Ha NOAAEPXKAHME N Pa3BUTUE UTPbI, @ TakKe Ha caMy
6€e30MacHOCTb: COBEPLUEHCTBYHOTCSA CUCTEMbI aBTOPMU3aLIMK, BbIMYCKAKOTCS HOBbIE NaTun
(umdpoBbIe 3anNNaTKM 4151 NPOrpamMM), 3aKpbIBaOTCSA YA3BUMOCTU CEPBEPOB.

B Nof06HbIX Mrpax CTOUT ONacaTbCsl He CTOIbKO CBOUX COMEPHUKOB, CKOJIBKO KPaXKy
TBOEro naposi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpM3aLunn 6ONbLLIMHCTBA UTP.

OCHOBHble coBeTbl Mo 6€30MacHOCTM TBOEro MrpoBOro akkayHTa:

1. Ecnn gpyron nrpok BegeT cebsi noxo nnuv cosgaeT Tebe HENPUATHOCTY, 3a6/10KMPYI
ero B CNNCKe NTPOKOB;

2. Moxanyiica agMUHUCTPATOPaM UrPbl Ha NJI0X0e NoBeAeHME 3TOr0 UTPOKA, XenaTeslbHO
NPUNOXUTb KakmMe-To JoKa3aTenbCTBa B BUAE CKPVHOB;

3. He yka3biBavi nnuHyto nHpopmMauuo B npodarine urpbl;
4. YBaxaln Apyrux y4acTHMUKOB NO Urpe;

5. He yctaHaBnvnBaw HeodumumanbHble NaTyuv U MOAbI;

6. Mlcnonb3yin CNoXHbIe 1 pa3Hble Naponu;

7. [laxe BO BpeMsl Urpbl He CTOUT OTKOYaTb aHTUBMPYC. [ToKa Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3nTb.

OUWIVHT nn Kpa>a JIMYHbIX AaHHbIX

O6bIYHOW Kpaxel AeHer N JOKYMEHTOB CErofHs y>e HUKOro He YANBULLb, HO C
Pa3BUTVEM NHTEPHET-TEXHONOMMI 3I0YMbILLUNEHHUKM NEPEMECTUNNCE B UHTEPHET, U
MPOAOIKAT 3aHNMATLCS «THOBMMbIM» LE/TOM.



Tak nosiBUAack HOBas Yrpo3a: MHTEPHET-MOLLUEeHHNYeCcTBa AN GULLIHT, FNaBHas Lefb
KOTOPOro COCTOUT B MOJlyYeHUN KOHPUAEHUMANbHbBIX AaHHbIX MOJib30BaTeNIel — NOrHOB
1 naponen. Ha aHrnMnckom a3bike phishing untaetcs kak uwimnHr (ot fishing — pbibHas
nosns, password — naponb).

OCHOBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cheawn 3a cBOUM aKKayHTOM. Ecnu Tbl noAo3peBaellb, YTO TBOSA aHKeTa 6bln1a B31OMaHa,
TO HeO6XOAVIMO 3a6J'IOKI/IpOBaTb eemun COO6LLI,VITI: AAMNHUNCTPAaTOpPaM pecypca 06 3TOM Kak
MOXHO CKOpeeg,

2. Ncnonb3yin 6e3onacHble Be6-caThl, B TOM YMC/e, UHTepHeT-MarasvHOB 1 MOVCKOBbIX
cncTem;

3. cnonb3yin CNoXHbIe U pa3Hble Naposin. Takmm obpasom, ecnm Tebs B310MatOT, TO
3/10yMbILEHHUKN NOAYyYaT AOCTYN TO/IbKO K OAHOMY TBOEMY NPOPUIIO B CETU, a He KO
BCEM;

4. Ecnn Tebs B3IOManu, To HEO6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOPbIEe
A06aBNeHbl y TeBA B APY3bsiX, O TOM, UTO Tebsi B3/IOMann 1, BO3MOXHO, OT TBOEr0 MIMEHM
6yAeT paccbiNaTbCs CNam U CCbIIKK Ha GULLIMHTOBbIE CalTbI;

5. YcTtaHoBM HageXHbIi naponb (PIN) Ha MOBUAbHLIV TenedoH;
6. OTKNOUM COXpaHeHMe napons B bpaysepe;

7. He oTkpbIBar ¢anbl 1 fpyrvie BNOXEHNS B MMCbMaX Aaxe eCau OHW NPULLAY OT TBOUX
Apy3en. Jlydlle yTOUHU Y HUX, OTNPAaBASAIN JIN OHU Tebe 3TU painbl.

LUndposas penyTtauyus

LUundpoBasa penytauus - 3To HeraTUBHasa UM NO3NTUBHAA MHGopmMauusa B ceTu o Tebe.
KomnpomeTtupyrowas MHGopMaunsa pa3MeLleHHas B UHTepPHETE MOXEeT Cepbe3HbIM
06pa3oM OTPa3nTbLCS Ha TBOEW peanbHOW XN3HW. «LndpoBasa penyTauus» - 370 TBOM
NMNIXK, KOTOpbIN dopmupyeTcs U3 MHbopmMaumm o Tebe B MHTepHeTe.

TBOE MeCTO XNTeNbCTBa, yLIE6bI, TBOE (I)I/IHaHCOBOG NoNoXeHne, 0COBEHHOCTU XapakTepa
M paccKka3sbl O 6113KNX - BCE 3TO HAaKanIMBaEeTCs B CETU.

MHorume nogpoCcTKM NerkOMbICIEHHO OTHOCATCA K Ny6AMKauum AMYHOM MHOopMaLnm B
NHTepHeTe, He MOHKMas BO3MOXHbIX MOCNeACTBUIA. Thl AaXe He CMOXeLlb J0orajatbCs O
TOM, UTO $poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPUYNHOW 0TKa3a NPUHSATL Tebs
Ha pabory.

KommeHTapuun, pasmeLleHme TBomx poTorpaduin n gpyrve 4ericTBUS MOTyT He NCHEe3HYTb
Aa>Xe nocne Toro, Kak Tbl UX yAanuLb. Tbl He 3Haellb, KTO COXpPaHW 3Ty MHbOopMaLuuio,
nonasna Jin OHa B MONCKOBbIE CUCTEMBI U COXPaHWUAACh /I OHA, @ MMaBHOE: YTO MoAyMatoT
0 Tebe okpy>KatoLLee 104N, KOTOpble HANAYT N YBUAAT 3T0. HanTu nHGopmMaLmo MHOro
NeT CnycTs cMoXeT Ntobol - Kak U3 J06pbIX NOBYXAEHWA, TaK U C HAMepeHneMm



APUYNHUTE BPes. OTO MOXeT 6bITb KTO YroAHO.
OCHOBHble coBeTbl N0 3awuTe LudpoBon penyTaumn:

1. Nogymain, npexge yem YTO-TO Ny6INKOBATbL 1 NepeAaBaTb y cebs B 610re nm B
counanbHOM ceTu;

2. B HacTpolikax npoduns ycTaHOBM OrpaHNYeHst Ha MPOCMOTP TBOEro Npodusi 1 ero
COAEPXKNMOTO, CAENAN ero TONbKO «ANs Apy3eii»;

3. He pasmeLuan n He ykasbiBal MHGOPMaLMIO, KOTOPas MOXET KOro-1mbo 0cKopbnsTb
NAn 06MXKaThb.

ABTOpCKOEe npaBo

CoBpeMeHHble LLIKONbHUKN- aKTVBHbIE NMOIb30BaTeNN LMPPOBOro NpocTpaHcTBa. O4HaKo
AANEKO He BCE 3HAKOT, UTO NMOJIb30BAHNE MHOMVIMW BO3MOXHOCTAMM LdpPOBOro Mmpa
TpebyeT cobM0AeHVA NPaB Ha UHTENNEeKTYyalbHY CO6CTBEHHOCTb.

TepMI/IH «NHTENNEKTYa/lbHasA COBCTBEHHOCTb» OTHOCUTCS K PasnnNYHbIM TBOPEHUNAM
yesioBeyeCckoro yma, HauymHasa ¢ HOBbIX |/|3o6peTeH|/||7| " 3HAKOB, O603Ha‘~|aI'OLLI,VIX
CO6CTBEHHOCTb Ha NPOAYKTbI N YCNyrn , n 3akaH4ynBaa KHUramm, (I)OTOFpaCIDVIFlMI/I,
KI/IHOCI)VII'IbMaMI/I " My3blKaJ/iIbHbIMW NMpon3BeaeHUAMN.

ABTOpPCKMeE MpaBa - 3TO NpaBa Ha NHTENNEeKTya/IbHYH COBCTBEHHOCTb Ha NMPON3BEAEHMS
HayKu, TNTepaTypbl N NCKYCCTBA. ABTOPCKME NpaBa BbICTYNakT B KAaYeCTBe rapaHTum Toro,
YTO MHTENNEKTYaNbHbIA/TBOPYECKUIA TPy aBTOpa He byAeT HanpacHbIM, AacT emy
cnpaBeA/IvBble BO3MOXHOCTW 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MNoayymTb
N3BECTHOCTb N NpPU3HaHMe. HMKTO 6e3 pa3peLleHns aBTopa He MOXeT BOCMPON3BOAUTb
ero npovn3BeseHne, pacnpocTpaHsATb, Ny6JANYHO AEMOHCTPUPOBATL, MPOAABaTh,
MMMNOPTMPOBATb, MyCKaTb B MPOKAaT, My6/MYHO UCNOAHATL, MOKAa3biBaTb/UCMONHATL B
adupe nnu pasmellatb B VIHTepHeTe.

icnonb3oBaHMe «MMPaTCKOro» NPOrpaMMHOro obecneveHns MOXeT NPUBECTU K MHOTM
pUCKaM: OT NOTepPU AaHHbIX K TBOUM akKayHTaM 0 610KMPOBKM TBOEro YCTPOMCTBA, rae
YyCTaHOBNEHHbIV He neranbHas nporpaMmmMa. He ctouT Takxe 3abbiBaTb, UTO CyLLecTByeT
neranbHble 1 6ecniaTHble NPOrpPaMMbl, KOTOPbIE MOXHO HANTK B CETU.

O nopTtane

CeTeBMYOK.p - TBOW rNaBHbI/ COBETUMK B CETU. 34€Cb Thl MOXELLb Y3HaTb O
6€e30MacHOCTY B CETU MOHATHBIM U AOCTYMHbLIM A3bIKOM, @ NPW BO3HUKHOBEHNY
KPUTNYECKOW CUTyaunm 06paTUTbCS 3@ COBETOM. A TakXKe MPUHATL y4acTue B KOHKypcax v
CTaTb caMbIM L$POBbLIM rpaxaaHNHOM!
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